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Al Generated Content (AIGC)

“A humorous group photo of Al N \_ Y " ko
Photoconsortium members at ol ' -

the Grand Place in Brussels

during the hottest day of the

year. People are smiling but PHOTO
visibly suffering from the heat: CONSORTIUM
sunglasses, straw hats,

handheld fans, water bottles,

rolled-up sleeves, melting ice

cream, wiping sweat from their

foreheads, seeking shade, and
joking with each other. The

atmosphere is light-hearted

and comic, while the Grand

Place remains clearly

recognizable in the
background.”
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Mona Lisa(s)
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Tower of Babel

InsideBruegel.net Google Art Project
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Bruegel: Tower of Babel

Equipment used for documentation of the
technical examinations

Kunsthistorisches Museum Vienna

Visible light (VIS) and infrared photography (IRP)

Camera: Linhof Techno

Lens: Schneider Kreuznach Apo-Digitar 5.6/120 mm N-48°

Digital back: Leaf Credo 60 WS

Filter for IRP: B+W 093 IR 830

Ilumination: Briese; four striplights 140 x 50 cm (2 left / 2 right), 3200 ws each

Capturing parameters VIS: ISO 100, f16, 1/60s

Capturing parameters IRP: ISO 100, f11, 1/60s

Documentation area (VIS and IRP): 18 x 13.5 cm each, with an overlap of ¢. 30%.

Camera movement: mounted on a motorized, computer-controlled X, Y, Z positioning system (custom-
designed in collaboration with the Technical University Vienna).

Infrared reflectography (IRR)

« Camera: Opus Instruments, Osiris infrared camera
« Detector: InGaAs array, spectral response 900-1700 nm
Lens: 6-element Rodagon f/5.6, 150 mm
« Documentation area: 400 x 400 mm of paint surface (4096 x 4096 pixels)
« Camera movement: 300 mm vertical and horizontal = 25% overlap
+ Working distance: 900 mm camera front to painting
« Focusing scale: approx. 48 mm
+ Lens number: f/8
« Tllumination: Profoto D4, two lamps, distance from each head to camera body approx. 600 mm

X-Radiography (XR)

« X-ray tube: Isovolt 160/T, Seifert & Co

« Film: Agfa Structurix D4 30 x 40 cm

« Distance between X-ray source and film: 110 cm

« Digitized with 300 dpi (Children’s Games, The Return of the Herd, The Birdnester, Christ carrying the
Cross, Peasant Dance, The Gloomy Day, Hunters in the Snow), or 600 dpi (The Suicide of Saul, The Battle
between Carnival and Lent, The Tower of Babel, Peasant Wedding, The Conversion of Saul, The Adoration
of the Magi in the Snow, Haymaking).

Google Art Project
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ELREKA .
Why does it matter?

« Adigitization is a of a at a certain
moment in time.

« Astillimage of a painting is a of a
« Equipment, practices, actual setting, software processing all

* For scientific assessments, the are
paramount.
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Al-Driven Image Enhancements

Colorization Restoration Superresolution

Are these colors accurate? Is the shirt shape authentic? Is the skin texture even real?
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Al in dlgltlzatlon gau33|an splatting

Granite gneiss ram of Amun.
Artifact scanned using 3DGS, kiriengine.app.
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BAREKASD Al in digitization: image
anhancement

SAMSUNG

Al enhance skin texture. Natural and soft
Zoom shot of the moon rendered on a Samsung Galaxy 523. options on the same person.
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Al in digitization: demosaicing

-~ pgso

Incoming Light

Filter Layer

Sensor Array

Resulting Pattern

Nikon D850 DSLR.

lllustration of how a Bayer filter works.
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All RGB Channels Camera Raw Pixel Shift

Full color sampling

Rethinking Learning-based Demosaicing, Denoising, and Super-Resolution Pipeline
Guocheng Qian, Yuanhao Wang, Jinjin Gu, Chao Dong, Wolfgang Heidrich, Bernard Ghanem, Jimmy S. Ren
Image and Video Processing (eess.IV); Computer Vision and Pattern Recognition (cs.CV)
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ELREKA
Al in digitization

- Alis in modern imaging pipelines, from capture to
enhancement to (3D) reconstruction.

* It brings . efficiency, quality, automation, enrichment.

« Butit also introduces for interpretation, authenticity, and
reproducibility.

 Therefore, about Al use is essential.

— What Al tools were used?
— What data was used or inferred?
— |Is RAW sensor data available?
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ChatGPT Auto L @

A Rights attribution

why did you stop?

| stopped because the image generation request violated our content policies, so
| was not able to continue generating the image.

generate an image of mickey mouse

@ d b P o R

and what about kuifje?

Q@ 7
Good question. The short answer: it should have been treated the same way.

Iﬂ.sk anything
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The Statesman s xim

Wednesday, 11 March, 2026

Business

BSE warns investors as deepfake video
of CEO resurfaces on social media

BSE Limited has cautioned investors after a previously circulated fraudulent deepfake
video featuring its Managing Director and CEO, Sundararaman Ramamurthy, resurfaced
across multiple social media and messaging platforms.

2 () o

) 0:03/3:20

Bekende TV-dokter doet
aangifte na nep Al-filmpje: 'Dit
is crimineel!’

Artsen worden steeds vaker het slachtoffer van gevaarlijke deepfakes, zo 0ok die van het
e N s o Mo Mg Aot i i B

te zorgen dat mensen kritischer kijken. Eerder sprak De Telegraaf de bekende TV-dokter Ted
van Essen, die zich rot schrok toen er een nep-Al filmpje van hem rondging.

10:55 uur | 27 januari 2026

File Photo: ANI
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= @NN world Sign in

E CO n O m I C I m pa Ct Finance worker pays out $25

million after video call with

. . deepfake ‘chief financial
officer’

V By Heather Chen and Kathleen Magramo, CNN
L&‘{‘ ) ar @ 2 min read - Published 2:31 AM EST, Sun February 4, 2024

RESTAURANT = © X n @
Tafel 7
12/03/
Ob: Jolien 3/2026
2 x Carpaccio € 18.00

1 x Zeebaars

N € 21.50
X 3
Swiss Re Institute > Research > SONAR > SONAR 2025: New emerging risk insights ibeye Steak € 44.00
| 1 x Frieiths € 4.00
ZxRodeWijn €12.00
SONAR j 1 X Tiramisu € 7.50
Subtotaal € 75.80
How deepfakes, disinformation and Al amplify BTW 21% '
= - €,.13.12
Insurance fra Ud TOTAAL’ € 88 92 Authorities are increasingly concerned at the damaging potential posed by artificial
e i intelligence technology. boonchai wedmakawand/Moment RF/Getty Images
N Bedankt en tot ziens!
(CNN) — A finance worker at a multinational firm was tricked into paying
12 Jun 2025 <<2 out $25 million to fraudsters using deepfake technology to pose as the
3 e company'’s chief financial officer in a video conference call, according to

v}’ Hong Kong police.
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ElﬂEKA S. Caldwell, F. Temmermans. The real cost of fake images:

E CO n O m i C i m p a CtMotivating the uptake of media asset trust solutions.

SPIE Optics+Photonics 2025.

USA Federal Trade UK Finance[12] |Australian Competition

Data source Commission [11] and Consumer
Commission [13]

Country USA UK Australia
Year of reported costs 2023 2,023 2023
Reported currency us$ GBP AUD$
Reported cost 158,700,000,000 1,170,000,000 2,170,000,000
Reported cost in US$ 158,700,000,000 1,567,800,000 3,307,926,829
Per capita cost US$ (cost / country population) 474 17 124
Country population, 2023 334,900,000 68,350,000 26,660,000
Estimated # global Internet users, 2023 5,400,000,000 5,400,000,000 5,400,000,000
Extrapolated global annual cost US$
(per capita cost * estimated # global Internet users) 2,558,915,108,391 92,435,991,222 670,022,688,599
Average of country sample set 2023
modelling global annual cost 1,107,12392,404| <= USS1 trillion per year globally
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ELREKA . . . .
The impact of media manipulation
g /Q
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Tackling disinformation

 Reactive approach LA
— Modification / deep fake detection

* Proactive approach
— Provenance signaling

« Collaborative approach
— Community feedback, fact checking
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ELREKA

What is JPEG?

Number Of Photos Taken Each Year

(in trillions of photos)
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|magejpeg 0w 2014 201

Source: Photutorial 2 Photutorial

Eureka3D.eu 23




ELREKA

" JPEG: ISO/IEC JTC 1/SC 29/WG 1
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ELREKA3D
Joint Photographlc Experts Group

| JPEG JPEG JPEG
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EREKA3D L
Establishing Trust

Trust Indicators

L Authentic

L] Date —)

L1 Location
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EREKA _
JPEG Trust Part 1: Core Foundation

o
|,/| Annotating provenance
O Extracting and evaluating Trust Indicators

8
@ Handling privacy and security concerns

@ Intellectual Property Rights

Eureka3D.eu



C2 F.

" Signalling provenance C2 . |

B Tust B

Provenance data @

Manifest @
Active manifest @

@ Claim signature

Content binding

@ Provenance

Hard binding

Soft binding
(optional)

— @ Asset metadata
\/Z Q Digital content
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Indicators

Media Asset

Trust Indicators

Trust Profile

Media content

Metadata

Y
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BREKASD Extracting and evaluating trust

Trust Report
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- Connecting the dots

JPEG Trust Core Foundation, including

. : . JPEG Trust JPEG Trust JPEG Trust
 Intellectual property rights, includin . . 8
. Attributiopn perty ng g Trust Profile Snippets Media Asset Reference
* Rights, including DTM terms and conditions Catalogue UEIETTE MG STl
Part1 (also 2" edition) Part 2 Part 3 Part 4

P International organization for standardization (1SO) /IEC
Joint photographic experts’ group (JPEG)
ﬁb‘ —0

W JPEG H
x

Content Creator .-_.'-:-'.-_ Dublin Core™ e Open digital
credentials assertions . metadata WSV rights language

ISO/DIS 22144 working group oo element set (ODRL)

@ Coalition for content
@ provenance and authenticity
(c2pPa)
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EUREKAS .
Questions?

« Contact information
— Frederik Temmermans, frederik.temmermans@vub.be

 JPEG Trust information and documentation
— https://jpeg.org/jpegtrust
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